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Confidential collaborative training

What is
® Multiple data owners
® Mutually distrusted
® One model

Media Industry
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Existing solutions
Dataset

Existing Solutions
® Share the datasets
® Share the model/gradients
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Existing solutions

Sharing dataset
]m GPU(s)
® Centralised training

v No model consolidation needed
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Existing solutions

Sharing model/gradients
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E.g., federated learning
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The common problem

<o ° o) Slow Connection

Can we just eliminate this?
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Our solution

Confidential GPU Orchestrator

GPU Travelling
® An orchestrator
® Multiple Data Holders
® A Travelling GPU

Data Holder Data Holder Data Holder
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Our solution

Physical Layer Travelling

PCle MUX: Routing a physical GPU
to multiple VMs

=

Encrypted transfer via PCle:
Sharing the key = sharing the GPU

Security Layer Travelling
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How it works - Initialisation

Booting

1 | e | 1
1 P 1
! ! Setup driver contexts

as usual

Data Holder A \\

GPU MUX

Confidential GPU



Motivations Design Implementation Evaluation
6/14 9 imp

Conclusion
0000 0@00

[e]o]e} (e}

How it works - Initialisation

Booting

1
[ 1
: - : Driver context retained

[ —] but keys are no longer
valid

Data Holder A

________ L

- ' Confidential GPU
:_l—_‘ ___ L :/ GPU MUX

Data Holder B




6/14 Motivations Design Implementation Evaluation Conclusion
0000 0@00 [e] [e]o]e} (e}

How it works - Initialisation

Booting

Orchestrator \\

________ | L~ Confidential GPU

1
... 1
! |_ I—£ : GPU MUX

e
O Driver context retained

Data Holder but keys are no longer
valid




Motivations Design Implementation Evaluation Conclusion
[e]o]e} (e}

6/14 0000 0®00 o
How it works - Initialisation

Booting

ey

Orchestrator \\

________ | L~ Confidential GPU

il—l'ii/ GPU MUX

Remote
Attestation

Data Holder



6/14 Motivations Design Implementation Evaluation Conclusion
0000 0@00 [e] [e]o]e}

How it works - Initialisation
Booting

ey

Orchestrator \\

Channel

Encrypted

! L

- ' Confidential GPU
:_l—_‘ ___ L :/ GPU MUX

Data Holder




Motivations Design Implementation
6”4 0000 [e]

Evaluation
0@00

Conclusion
[e]o]e} (e}

How it works - Initialisation
Setup

{@} Enable CC &
a—— Remote
o Attestation

Orchestrator \

. L »

e ' Confidential GPU
,| | a
1 1

________ GPU MUX

Encrypted
Channel

Data Holder



Motivations Design Implementation
6”4 0000 [e]

Evaluation
0@00

Conclusion
[e]o]e} (e}

How it works - Initialisation
Setup

ey

Initialise base

Orchestrator model
o _ \
ge 3
s 6 Base/Empty
w Model
:_|_._- . _|_ _:_: - Confidential GPU
1 P 1
1 1

________ GPU MUX

Data Holder



6/14

Motivations
0000

Design
0@00

Implementation

[e]o]e}

Evaluation

Conclusion
(e}

How it works - Initialisation

Setup

ey

Orchestrator

Encrypted
Channel

Data Holder

T~

Allocate
dataset buffer

/’

Dataset Buffer ~ Base/Empty
Model

GPU MUX

Confidential GPU



7/14 Motivations Design

Implementation
0000 0080

Evaluation

Conclusion
[e]o]e}

(e}

How it works - Travelling

Physical layer travelling

Switch MUX
5 to data holder

Orchestrator

fies

_ Dataset Buffer Base/Empty

Pt \ Model
oo Zal Confidential GPU
L B / GPU MUX

Data Holder

Encrypted
Channel
AY

AY
AY

Only physically
connected. No key so
can’t go through




714 Motivations Design Implementation Evaluation Conclusion
0000 [e]e] le) [e] [e]o]e} (e}

How it works - Travelling

Security layer travelling

{(-i} Switch MUX
[~ —]

to data holder
O

Orchestrator

~o

Dataset Buffer Base/Empty
Model

oo Confidential GPU
| |— |‘£ :/ GPU MUX

channel

Send key via
encrypted
|

1

1

1

1

1

1

1

Data Holder Now with key so the
channel is viable




714 Motivations Design Implementation Evaluation Conclusion
0000 [e]e] le) [e] [e]o]e} (e}

How it works - Travelling

Data provisioning

fies

Copy dataset

S to the GPU
Orchestrator
o
T — o= --- I
L2 o 1 5,
=5 [ B l—_/ ! N
o< | | T - | | co-omo--
=¥} Dataset Buffer Base/Empty
. / Model
:_ _._- _ 1, _: Confidential GPU
o '
i |— ____ |‘£ ___ / GPU MUX

Data Holder



7/14 Motivations Design

Evaluation
0000 [e]e] le)

Implementation
o 000

Conclusion
(e}

How it works - Travelling
Switch back

ey

Switch MUX to
orchestrator
Orchestrator
T — Fm——=--- 1
i T e
% £ I : 2
O C | g
c O Dataset Buffer Base/Empty
" Model
:_|_._- . _|_ _:_: - Confidential GPU
\
L B ; GPU MUX

Data Holder



Motivations Design Implementation
7/14 0000 [e]e] le) [e]

How it works - Travelling
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Evaluation

We've tried the real deal
® |Im.c-based demo

® Showed significant efficiency
improvement

® Demo artefacts also included



114 Motivations Design Implementation Evaluation Conclusion
0000 0000 [e] oeo (e}

Data transfer overheads
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The bigger the dataset buffer, the faster we are
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® Save 7 seconds per 256 MiB Baseline Ours
G g Training Tx Tx Training | Tx | Tx

transmission (s) (s) Percentage (s) (s) | Percentage
4M 1230.00 | 1115.88 47.568% 1230.26 | 1.01 0.082%
20M 1231.39 230.84 15.787% 1229.39 | 1.03 0.084%
100M 1231.17 60.36 4.674% 1230.57 | 1.02 0.083%
[} F|neWeb is 44 T|B in size 500M 1230.73 15.86 1.272% 1229.67 | 0.98 0.080%
Uncapped 1229.36 7.34 0.594% 1231.46 | 0.98 0.079%

® 1261568 s (14+ days) for the
entire dataset
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Conclusion

GPU Travelling significantly e ;
improved performance of Cim e e |
confidential collaborative )

training

i o

Eliminated transmission over
slower channel by letting GPU
to travel to the data holder to I 2

collect datasets directly

Data Holder Data Holder Data Holder
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